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This publication implements Air Force Policy Directive (AFPD) 31-4, Information Security. It prescribes
and explains how to manage and protect unclassified controlled information and classified information.
Use this instruction with Executive Order (EO) 12958, as amended, Classified National Security Informa-
tion, 25 March 2003; Office of Management and Budget (OMB), Information Security Oversight Office
(ISOO0) Directive Number 1, Classified National Security Information, Executive Order 12829, National
Industrial Security Program (NISP), DOD Manual 5220.22, National Industrial Security Program Oper-
ating Manual, January 1995; and, Department of Defense (DOD) 5200.1-R, Information Security Pro-
gram, 14 Jan 97, for the management of the Air Force Information Security Program. Additional
references include DOD Instruction (DODI) 5240.11, Damage Assessments, 23 Dec 91; DOD Directive
(DODD) 5210.83, Unclassified Controlled Nuclear Information (UCNI), 15 Nov 91; Air Force Policy
Directive (AFPD) 31-4, Information Security. This instruction is applicable to contractors as prescribed in
AFI 31-601, Industrial Security Program. All these references are listed at the end of each paragraph
where applicable. This instruction is not to be used as a stand-alone document. HQ USAF/XOS-F is del-
egated approval authority for revisions to this AFI.

SUMMARY OF CHANGES

This document is substantially revised and must be completely reviewed. The revision updates the
Table of Contents to remove Attachment 4, Department of the Air Force Executive Order (EO) 25 Year
Automatic Declassification Plan, Attachment 7, Air Force Information Security Program Training Stan-
dard, and Attachment 10, Air Force Original Classification Authority List, which were moved to web
pages; deletes references to Director/Chief of Acquisition Security; defines the term staff agency chief
(paragraph 1.3.5.); refines requirements for security managers (paragraph 1.3.5.1.); prohibits use of con-
tractors as security managers (paragraph 1.3.5.2.); establishes the security manager as the organizational
Joint Personnel Adjudication System (JPAS) manager (paragraph 1.3.6.10.); outlines procedures for
information security program oversight (paragraph 1.4.); clarifies waiver process (paragraph 1.6.);
updates reporting requirements (paragraph 1.7.); updates form requirements (paragraph 1.10.); replaces
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level of clearance and/or need to know shall be escorted at all times by an authorized person where
inadvertent or unauthorized exposure to classified information cannot otherwise be effectively pre-
vented. The nature of the classified material typically stored within a secure room or vault may pre-
clude the use of cover sheets.

5.19. Use of Key-Operated Locks /Reference DOD 5200.1-R, C6.4.3.6.1.]

5.19.1. The authority to determine the appropriateness of using key-operated locks for storage areas
containing bulky Secret and Confidential material is delegated to the unit commanders or equivalents,
and staff agency chiefs having this storage requirement. When key-operated locks are used, the autho-
rizing official will designate lock and key custodians.

5.19.2. Lock and key custodians use AF Form 2427, (available on the AFEPL) to identify and keep
track of keys.

5.20. Procurement of New Storage Equipment /Reference DOD 5200.1-R, C6.4.5.]

5.20.1. Requesters of exceptions send their requests through command ISPM channels to HQ USAF/
XOS-FI. HQ USAF/XOS-FI will notify USD/I of the exception [Reference DOD 5200.1-R, C6.4.2.]

5.20.2. See AFMAN 23-110, Volume I, Standard Base Supply Customer's Procedures [Reference
DOD 5200.1-R, C6.4.2.]

5.21. Equipment Designations and Combinations.

5.21.1. See AFMAN 14-304 for guidance on marking security containers used to store SCI /Refer-
ence DOD 5200.1-R, C6.4.1.]

5.21.2. Use SF Form 700, Security Container Information (available through the Air Force Publi-
cations Distribution system), for each vault or secure room door and security container, to record the
location of the door or container, and the names, home addresses, and home telephone numbers of the
individuals who are to be contacted if the door or container is found open and unattended. Applying
classification marking to SF 700, Part 1, is not required when separated from Part 2 and 2a.

5.21.2.1. Affix the form to the vault or secure door or to the inside of the locking drawer of the
security container. Post SF Form 700 to each individual locking drawer of security container with
more than one locking drawer, if they have different access requirements.

5.21.2.2. The SF 700 contains Privacy Act information and must be safeguarded from casual
view, but must be readily identifiable by anyone that finds the facility unsecured.

5.21.3. When SF Form 700, Part II, is used to record a safe combination, it must be:

5.21.3.1. Marked with the highest classification level of material stored in the security container;
and,

5.21.3.2. Stored in a security container other than the one for which it is being used.

5.22. Repair of Damaged Security Containers /Reference DOD 5200.1-R, C6.4.7.]

5.22.1. Locksmiths or technicians must be GSA certified and either have a favorable NAC or must be
continuously escorted while they are repairing security containers. See guidance for unescorted entry
to restricted areas in AFI 31-501.
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5.22.2. The Naval Facilities Engineering Service Center (NFESC) Technical Data Sheet (TDS)
2000-SHR, Neutralizing Locked Out Security Containers, can be obtained from the NFESC, 1100
23rd Avenue, Code ESC66, Port Hueneme, California 93043-4370 or at: http://locks.nfesc.navy.mil/
pdf_files/TDS-2000-SHR.pdf /Reference DOD 5200.1-R, C6.4.7.2.]

5.22.3. Federal Standard 809, Neutralization and Repair Of GSA-approved Containers can be
obtained from the NFESC, 1100 23rd Avenue, Code ESC66, Port Hueneme, California 93043-4370

or at: http://locks.nfesc.navy.mil/pdf files/fs809.pdf.

5.22.4. Personnel who have had their GSA-approved security containers repaired, must have the lock-
smith or technician confirm that the container still meets GSA standards. If there is doubt, personnel
may contact the DOD Lock Hotline managed by NFESC (800-290-7607) or GSA through supply
channels for assistance. Findings and the source of confirmation must be recorded on an AFTO Form
36 retained in the container.

5.23. Maintenance and Operating Inspections. Personnel will follow maintenance procedures for
security containers provided in AFTO 00-20F-2, Inspection and Preventive Maintenance Procedures for
Security Type Equipment. Commanders or equivalents and staff agency chiefs may authorize trained
security managers and security container custodians to perform inspections and preventive maintenance
on safes and vaults. Note: Training is conducted by locksmiths or other personnel who are qualified as to
technical construction, operation, maintenance, and purpose of such security type equipment /Reference
DOD 5200.1-R, C6.4.7.]

5.24. Reproduction of Classified Material.

5.24.1. Unit commanders or equivalents, and staff agency chiefs designate equipment for reproducing
classified material.

5.24.2. The DAA approves networked equipment used to reproduce classified information. Informa-
tion managers (3A0X1) issue procedures for clearing copier equipment of latent images.

5.24.3. Security managers:

5.24.3.1. Should display procedures for clearing latent images of equipment used to copy classi-
fied material in a location clearly visible to anyone using the equipment;

5.24.3.2. Develop security procedures that ensure control of reproduction of classified material;
and,

5.24.3.3. Ensure personnel understand their security responsibilities and follow procedures.
5.25. Control Procedures. Unit commanders or equivalents and staff agency chiefs designate people/

positions to exercise reproduction authority for classified material in their activities /Reference DOD
5200.1-R, C6.5.1.]

5.26. Emergency Authority. (See EO 12958, as amended, Section 4.2(b) and ISOO Directive No. 1,
Section 2001.51.)

5.26.1. In emergency situations, in which there is an imminent threat to life or in defense of the home-
land; Military Department or other DOD Component Agency, MAJCOM/FOA/
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	4.11.6. All paragraphs and subparagraphs will be marked with the appropriate portion marking. Use...
	4.11.7. Place the appropriate classification of the e-mail in all uppercase letters as the last l...
	4.11.8. All attachments (if any) will be marked appropriately with overall and portion markings. ...
	4.11.9. Place classification, declassification, and downgrading instructions after the signature ...


	Chapter 5
	Section 5A— Control Measures
	5.1. General.
	5.1.1. Everyone should be aware that advancing technology provides constantly changing means to q...
	5.1.2. Consult the servicing DAA for specific guidance concerning introduction into areas contain...


	Section 5B— Access
	5.2. Granting Access to Classified Information.
	5.2.1. The Secretary of Defense directed all military members and civilian employees with Top Sec...
	5.2.1.1. The statement, "Attestation completed on (date)," is placed in the bottom of the Organiz...
	5.2.1.2. The individual making the verbal attestation will complete Item 11 of the SF 312. The wi...
	5.2.1.3. Record the date of attestation in JPAS.

	5.2.2. Confirm an individual’s access level. The holder of the information must confirm valid nee...
	5.2.2.1. Checking the person's access level, clearance eligibility, and date the person signed the
	5.2.2.2. Confirming it through the employee's security manager, supervisor, or commander or equiv...
	5.2.2.3. Receiving a visit request from a non-DOD visitor's security manager or supervisor. See p...


	5.3. Nondisclosure Agreement (NdA).
	5.3.1. Retention. Security managers mail the
	5.3.1.1. For active military members, to HQ AFPC/DPFFCMI, 550 C St., W, Suite 21, Randolph AFB, T...
	5.3.1.2. For AFRC and ANG members, to HQ ARPC/DPSFR, 6760 E. Irvington Place, #4450, Denver, CO 8...
	5.3.1.3. For retired flag or general officers or civilian equivalents receiving access under the ...
	5.3.1.4. For Air Force civilians, to the servicing civilian personnel office:
	5.3.1.4.1. HQ AFPC/DPCMP, 550 C St, W, Suite 57, Randolph AFB, TX, 78150-4759.
	5.3.1.4.2. Hill: OO-ALC/DPC (AFMC), 6053 Elm Lane, Hill AFB UT 84056-5819
	5.3.1.4.3. Tinker: 72 MSG/DPC (AFMC), 3001 Staff Drive Ste 1AH190B, Tinker AFB OK 73145-3014
	5.3.1.4.4. Robins: 78 MSG/DPC (AFMC), 215 Page Road Ste 325, Robins AFB GA 31098-1662
	5.3.1.4.5. 11 WG and the Pentagon: HQ 11 WG/DPC, 1460 Air Force Pentagon, Washington DC 20330-1460
	5.3.1.4.6. Wright-Patterson: 88 MSG/DPC (AFMC), 4040 Ogden Ave, Wright-Patterson AFB OH 45433-5763

	5.3.1.5. For persons outside the Executive Branch who receive access according to paragraph

	5.3.2. Refusal To Sign. When a person refuses to sign an
	5.3.2.1. Initiates security incident report, in JPAS, that the person refused to sign the
	5.3.2.2. Denies the individual access to classified information.
	5.3.2.3. Initiate actions to establish a Security Information File (SIF) according to


	5.4. Access by Persons Outside the Executive Branch.
	5.4.1. Policy. MAJCOM/FOA/DRU commanders and HAF 2-digits or their designees authorize individual...
	5.4.1.1. Authorizing Officials (those cited in paragraph
	5.4.1.1.1. Gained release approval from the originator or owner of the information. Normally, thi...
	5.4.1.1.2. Determined the individual has a current favorable personnel security investigation as ...
	5.4.1.1.2.1. Authority to grant access to persons outside the Executive Branch without a previous...
	5.4.1.1.2.2. Before material is released to persons outside the Executive Branch without a previo...

	5.4.1.1.3. Determined granting access will benefit the government.

	5.4.1.2. Requests for access must include:
	5.4.1.2.1. The person’s name, SSAN, date and place of birth, and citizenship.
	5.4.1.2.2. Place of employment.
	5.4.1.2.3. Name and location of installation or activity where the person needs access.
	5.4.1.2.4. Level of access required.
	5.4.1.2.5. Subject of information the person will access.
	5.4.1.2.6. Full justification for disclosing classified information to the person.
	5.4.1.2.7. Comments regarding benefit(s) the U.S. Government may expect by approving the request.

	5.4.1.3. The authorizing official will coordinate the processing of the NAC request with the near...
	5.4.1.4. Individuals with approval must sign an

	5.4.2. Congress. See
	5.4.3. Government Printing Office (GPO). The GPO processes and confirms their personnel’s access.
	5.4.4. Representatives of the Government Accountability Office (GAO). See
	5.4.5. Historical Researchers. AFHRA OL-A/HOR is the authority for granting access to historical ...
	5.4.5.1. General. Requests for classified access by historical researchers will be processed only...
	5.4.5.2. Providing Access.
	5.4.5.2.1. The researcher must apply to AFHRA OL-A/HOR in writing for the access. The application...
	5.4.5.2.2. If AFHRA OL-A/HOR accepts the request for access, they will provide the researcher wit...
	5.4.5.2.3. If the results of the NAC are favorable and AFHRA OL-A/HOR approves access, the resear...
	5.4.5.2.4. Other Terms.
	5.4.5.2.4.1. The access agreement is valid for two years. One two-year renewal is possible. A ren...
	5.4.5.2.4.2. Access will be limited to those records 25 or more years of age.
	5.4.5.2.4.3. Access based on a NAC is valid for Secret and Confidential information but does not ...
	5.4.5.2.4.4. Access will be allowed only to Air Force records at AFHSO, AFHRA, and the National A...
	5.4.5.2.4.5. Access to Air Force records still in the custody of the originating offices in the W...



	5.4.6. Former Presidential Appointees. Persons who previously occupied policy-making positions to...
	5.4.6.1. Makes a written determination that such access is clearly consistent with the interests ...
	5.4.6.2. Uses the same access determination procedures outlined in paragraph
	5.4.6.3. Limits the access to specific categories of information over which the Air Force OCA has...
	5.4.6.4. Maintains custody of the information or authorizes access to documents in the custody of...
	5.4.6.5. Obtains the individual’s agreement to safeguard the information and to submit any notes ...

	5.4.7. Judicial Proceedings. See
	5.4.8. Other Situations. Follow the guidance in paragraph
	5.4.9. Foreign Nationals, Foreign Governments, and International Organizations. Owners of classif...
	5.4.10. Retired Flag or General Officers or Civilian Equivalent. See

	5.5. Access by Visitors.
	5.5.1. Outgoing Visit Requests for Air Force Employees. When an Air Force employee requires acces...
	5.5.1.1. A non-DOD contractor activity, the supervisor or security manager contacts the office to...
	5.5.1.2. A DoE activity, the supervisor or security manager prepares and processes

	5.5.2. Incoming Visit Requests. Air Force activity visit hosts serve as the approval authority fo...
	5.5.2.1. From non-DOD contractors, see
	5.5.2.2. From foreign nationals or U.S. citizens representing a foreign government, process the v...


	5.6. Preventing Public Release of Classified Information.
	5.7. Access to Information Originating in a Non-DOD Department or Agency.
	5.8. Administrative Controls.
	5.8.1. Top Secret. The security of Top Secret material is paramount. Strict compliance with Top S...
	5.8.1.1. Establishing a Top Secret Control Account (TSCA). Unit commanders or equivalents, and st...
	5.8.1.1.1. Top Secret Messages. TSCOs do not use AF Form 143 for Top Secret messages kept in tele...
	5.8.1.1.2. Defense Courier Service (DCS) Receipts. TSCOs don’t use AF Forms 143 as a receipt for ...

	5.8.1.2. Top Secret Disclosure Records.
	5.8.1.2.1. The TSCO uses AF Form 144,
	5.8.1.2.2. People assigned to an office that processes large volumes (i.e., several hundred docum...

	5.8.1.3. Top Secret Inventories. Unit commanders or equivalents, and staff agency chiefs:
	5.8.1.3.1. Designate officials to conduct annual inventories for all Top Secret material in the a...
	5.8.1.3.2. Ensure necessary actions are taken to correct deficiencies identified in the inventory...
	5.8.1.3.3. Ensure the inventory report and a record of corrective actions taken are maintained wi...
	5.8.1.3.4. May authorize the annual inventory of Top Secret documents and material in repositorie...
	5.8.1.3.4.1. One hundred percent, if there are fewer than 300 Top Secret documents.
	5.8.1.3.4.2. No less than 90 percent if the holdings range from 301 to 400 Top Secret documents.
	5.8.1.3.4.3. No less than 80 percent if the holdings range from 401 to 500 Top Secret documents.
	5.8.1.3.4.4. No less than 70 percent if the holdings range from 501 to 600 Top Secret documents.
	5.8.1.3.4.5. No less than 60 percent if the holdings range from 601 to 800 Top Secret documents.
	5.8.1.3.4.6. No less than 50 percent if the holdings range from 801 to 1,000 Top Secret documents.
	5.8.1.3.4.7. No less than 40 percent if the holdings range from 1,001 to 1,300 Top Secret documents.
	5.8.1.3.4.8. No less than 30 percent if the holdings range from 1,301 to 1,800 Top Secret documents.
	5.8.1.3.4.9. No less than 20 percent if the holdings range from 1,801 to 2,800 Top Secret documents.
	5.8.1.3.4.10. No less than 10 percent if the holdings exceed 2,800 Top Secret documents.


	5.8.1.4. Special Access Programs will follow the inventory and accountability requirements prescr...
	5.8.1.5. Top Secret Receipts. TSCOs use AF Form 143 as a receipt when transferring Top Secret mat...
	5.8.1.6. Top Secret Facsimiles. Top Secret facsimiles will be processed as another copy of the ma...

	5.8.2. Secret. Unit commanders or equivalents, and staff agency chiefs set up procedures for inte...
	5.8.3. Confidential. Individuals need not use a receipt for Confidential material unless asked to...
	5.8.4. Foreign Government and NATO Information. See
	5.8.5. Retention of Receipts. Retain receipt and other accountability records IAW


	Section 5C— Safeguarding
	5.9. Care During Working Hours.
	5.9.1. Personnel removing classified material from storage must:
	5.9.1.1. For Top Secret material use AF Form 144, instead of SF Form 703,
	5.9.1.2. For Secret or Confidential material use SF Form 704,
	5.9.1.3. Use the

	5.9.2. The nature of the classified material typically stored within a secure room or vault may p...

	5.10. End-of-Day Security Checks.
	5.11. Residential Storage Arrangements.
	5.11.1. SAF/OS and SAF/AA authorize the removal of Top Secret information from designated working...
	5.11.2. MAJCOM/FOA/DRU commanders, or their ISPMs approve requests for removing Secret and Confid...
	5.11.3. Contingency Plans. The written procedures will be developed as required by

	5.12. In-Transit Storage.
	5.12.1. Provide an overnight repository for classified material. A locally developed awareness pr...
	5.12.2. Authorize the storage of Secret and Confidential material on the flightline during in-pro...

	5.13. Classified Meetings and Conferences
	5.13.1. Classified information at meetings, conferences, symposia, portions or sessions of meetin...
	5.13.2. Facility Approval Authority. Installation commanders or their designees assess the need t...
	5.13.3. Foreign Participation. Hosting officials refer to AFI 16-201,
	5.13.4. Technical Surveillance Countermeasures (TSCM) Surveys. Commanders or equivalents, and sta...

	5.14. Protecting Classified Material on Aircraft.
	5.14.1. Aircraft commanders (owners/users) are responsible for the protection of classified mater...
	5.14.2. To provide security-in-depth for classified components and material on aircraft, park the...
	5.14.2.1. Lock the aircraft, when possible, using a GSA-approved changeable combination padlock (
	5.14.2.2. Place all removable classified material (e.g., paper documents, floppy disks, videotape...
	5.14.2.2.1. Have the aircraft and container checked for tampering every 12 hours. If unable to co...
	5.14.2.2.2. Zeroize keyed COMSEC equipment as required by AFKAG-1N,

	5.14.2.3. If the aircraft cannot be locked and is not equipped with a storage container, place th...

	5.14.3. To provide security-in-depth for classified components and material on PL 4 or non-PL air...
	5.14.3.1. Lock the aircraft using a GSA-approved changeable combination padlock (
	5.14.3.2. Secure removable classified material IAW paragraph

	5.14.4. At non-U.S. controlled locations, host nation restricted/controlled areas may be used onl...
	5.14.5. If the aircraft cannot be parked in a restricted/controlled area:
	5.14.5.1. Place removable classified material in a storage container and secure the container as ...
	5.14.5.2. If the aircraft can be locked and sealed but there is no storage container, remove all ...
	5.14.5.3. If the aircraft cannot be locked and sealed and no storage container is available, off-...
	5.14.5.4. If none of the above criteria can be met, U.S. cleared personnel must provide continuou...

	5.14.6. MAJCOM/FOA/DRUs determine specific risk management security standards for weather diverts...
	5.14.7. If evidence exists of unauthorized entry, initiate a security investigation IAW

	5.15. Information Processing Equipment.
	5.15.1. Machines with Copying Capability. For copiers and facsimile machines or any machines with...
	5.15.2. Protect information system equipment or removable hard disk drive and the information sys...
	5.15.3. For any type of printer with a ribbon that has been used to print classified information,...
	5.15.4. Used toner cartridges may be treated, handled, stored, and disposed of as unclassified, w...

	5.16. General Safeguarding Policy.
	5.16.1. See
	5.16.2. The Air Force does not authorize use of security controls listed in
	5.16.3. Use of Force for the Protection of Classified Material. See
	5.16.4. SCI Safeguarding Policy. See Air Force Manual (AFMAN) 14-304,
	5.16.5. Retention of Classified Records. Personnel follow the disposition guidance in

	5.17. Standards for Storage Equipment.
	5.17.1. If the label is missing or if the container’s integrity is in question, the container sha...
	5.17.2. Organizations without organic GSA certified inspectors must confirm that contractor inspe...
	5.17.3. If the container is found to meet specifications, a new label shall be attached. Informat...
	5.17.4. Inspecting personnel must note their findings and the source of confirmation on an

	5.18. Storage of Classified Information.
	5.18.1. Replacement of Combination Locks. Commanders or equivalents, and staff agency chiefs must...
	5.18.2. Due to operational necessity or the size and nature of some classified materials, it may ...

	5.19. Use of Key-Operated Locks
	5.19.1. The authority to determine the appropriateness of using key-operated locks for storage ar...
	5.19.2. Lock and key custodians use

	5.20. Procurement of New Storage Equipment
	5.20.1. Requesters of exceptions send their requests through command ISPM channels to HQ USAF/ XO...
	5.20.2. See

	5.21. Equipment Designations and Combinations.
	5.21.1. See AFMAN 14-304 for guidance on marking security containers used to store SCI
	5.21.2. Use SF Form 700,
	5.21.2.1. Affix the form to the vault or secure door or to the inside of the locking drawer of th...
	5.21.2.2. The SF 700 contains Privacy Act information and must be safeguarded from casual view, b...

	5.21.3. When SF Form 700, Part II, is used to record a safe combination, it must be:
	5.21.3.1. Marked with the highest classification level of material stored in the security contain...
	5.21.3.2. Stored in a security container other than the one for which it is being used.


	5.22. Repair of Damaged Security Containers
	5.22.1. Locksmiths or technicians must be GSA certified and either have a favorable NAC or must b...
	5.22.2. The Naval Facilities Engineering Service Center (NFESC) Technical Data Sheet (TDS) 2000-SHR,
	5.22.3. Federal Standard 809, Neutralization and Repair Of GSA-approved Containers can be obtaine...
	5.22.4. Personnel who have had their GSA-approved security containers repaired, must have the loc...

	5.23. Maintenance and Operating Inspections.
	5.24. Reproduction of Classified Material.
	5.24.1. Unit commanders or equivalents, and staff agency chiefs designate equipment for reproduci...
	5.24.2. The DAA approves networked equipment used to reproduce classified information. Informatio...
	5.24.3. Security managers:
	5.24.3.1. Should display procedures for clearing latent images of equipment used to copy classifi...
	5.24.3.2. Develop security procedures that ensure control of reproduction of classified material;...
	5.24.3.3. Ensure personnel understand their security responsibilities and follow procedures.


	5.25. Control Procedures.
	5.26. Emergency Authority.
	5.26.1. In emergency situations, in which there is an imminent threat to life or in defense of th...
	5.26.1.1. Limit the amount of classified information disclosed to the absolute minimum to achieve...
	5.26.1.2. Limit the number of individuals who receive it;
	5.26.1.3. Transmit the classified information via approved federal government channels by the mos...
	5.26.1.4. Provide instructions about what specific information is classified, how it should be sa...
	5.26.1.5. Provide appropriate briefings to the recipients on their responsibilities not to disclo...

	5.26.2. Within 72 hours of the disclosure of classified information, or the earliest opportunity ...
	5.26.2.1. A description of the disclosed information;
	5.26.2.2. To whom the information was disclosed;
	5.26.2.3. How the information was disclosed and transmitted;
	5.26.2.4. Reason for the emergency release;
	5.26.2.5. How the information is being safeguarded, and;
	5.26.2.6. A description of the briefings provided and a copy of the signed NdA.



	Section 5D— Disposition and Destruction of Classified Material
	5.27. Retention of Classified Records.
	5.27.1. Personnel follow the disposition guidance in
	5.27.2. Unit commanders or equivalents, and staff agency chiefs will designate a “clean-out day” ...

	5.28. Disposition and Destruction of Classified Material
	5.28.1. Shredders purchased from an approved product list that produces a crosscut shred size of ...
	5.28.2. Records of Destruction Process.
	5.28.2.1. Top Secret. TSCOs will ensure:
	5.28.2.1.1. Two people with Top Secret access are involved in the destruction process;
	5.28.2.1.2. Destruction is recorded on one of these forms: AF Form 143; AF Form 310; or,
	5.28.2.1.3. The destruction record is attached to the AF Form 143 (used to account for the docume...

	5.28.2.2. Secret and Confidential. A record of destruction is not required. A cleared person must...
	5.28.2.3. FGI. See
	5.28.2.4. Destruction of Information System Media. Dispose of information system media according to
	5.28.2.5. Disposition of Destruction Records. Dispose of destruction records according to

	5.28.3. Central Destruction Facility (CDF). The installation commander determines the need for a ...



	Chapter 6
	Section 6A— Methods of Transmission or Transportation
	6.1. General Policy.
	6.1.1. Hand carrying Classified Material During Temporary Duty (TDY) Travel. Hand carrying classi...
	6.1.1.1. The environment in which the material will be handcarried. Consider the chances of the m...
	6.1.1.2. The sensitivity of the information. Consider the damage it could cause the United States...
	6.1.1.3. The availability of authorized facilities for storing the classified during overnight la...

	6.1.2. Laptop Computers are High Risk. Because of their commercial value, laptop computers are an...
	6.1.3. Air Force Office of Primary Responsibility for Transmission and Transportation Policy. HQ ...
	6.1.4. Transmitting Classified Material by Pneumatic Tube Systems. Installation commanders approv...
	6.1.5. Electronic Transmission and Physical Transportation of COMSEC Material. Personnel may acqu...
	6.1.6. Releasing Other Agency Information Outside of the DoD. Personnel go direct to owners of ot...

	6.2. Transmission and Transporting Top Secret Information.
	6.2.1. Electronic Means. Obtain information about transmitting Top Secret information via electro...
	6.2.2. DOD Component Courier Service. The Air Force does not have its own courier service
	6.2.3. Department of State Diplomatic Courier Service. Personnel who need to transport classified...
	6.2.3.1. Transporting classified material through or within countries hostile to the United State...
	6.2.3.2. Transporting Top Secret material to an installation serviced by diplomatic pouch. Person...


	6.3. Transmitting and Transporting Secret Information.
	6.3.1. Also see
	6.3.2. The Air Force authorizes the use of the current holder of the GSA contract for overnight d...
	6.3.2.1. The Defense Security Service maintains a list of authorized GSA contract overnight deliv...
	6.3.2.2. The carriers identified on the DSS list may be used for urgent overnight delivery of Sec...
	6.3.2.3. Carrier personnel should not be notified that the package contains classified material.
	6.3.2.4. Packages are typically shipped on Monday through Thursday only. This ensures that the pa...
	6.3.2.5. The sender is responsible for ensuring that an authorized person will be available to re...

	6.3.3. For more information on protective security service carriers see
	6.3.4. Electronic Means. Obtain information about transmitting Secret information via electronic ...

	6.4. Transmitting Confidential Information.
	6.4.1. Since first class mail bearing the “Return Service Requested” notice is an option for tran...
	6.4.1.1. The outer envelope or wrapper shall be endorsed with “Return Service Requested” instead ...


	6.5. Transmission of Classified Material to Foreign Governments.
	6.5.1. Also see
	6.5.2. US classified material will not be shipped from a US industrial activity to a foreign entity


	Section 6B— Preparation of Material for Transmission
	6.6. Envelopes or Containers.
	6.6.1. For the purpose of this policy, an activity is a facility
	6.6.2. Receipts. See receipting requirements at paragraph
	6.6.2.1. Senders trace unacknowledged receipts:
	6.6.2.1.1. Within 30 days for material sent within CONUS.
	6.6.2.1.2. Within 45 days for material sent outside CONUS.

	6.6.2.2. The recipient must immediately date, sign, correct, and return the receipt to the sender.
	6.6.2.3. If recipients do not return the receipt and confirm they have not received the material,...

	6.6.3. Laptop Computer and Disk Preparation Requirements. Couriers must ensure that:
	6.6.3.1. Laptops are password protected.
	6.6.3.2. Laptops and disks are marked according to
	6.6.3.3. Laptops and disks containing classified information are kept under constant surveillance...
	6.6.3.4. Classified media or systems will be wrapped or secured within a container if outer class...



	Section 6C— Escort or Handcarrying of Classified Material
	6.7. General Provisions
	6.7.1. Authorization
	6.7.1.1. The unit commander or equivalent, or staff agency chief authorizes appropriately cleared...
	6.7.1.2. The unit commander or equivalent, staff agency chief, or security manager authorizes app...

	6.7.2. Security managers or supervisors brief each authorized member handcarrying classified mate...
	6.7.3. Each Air Force activity or unit that releases classified material to personnel for handcar...
	6.7.3.1. Maintains a list of all classified material released.
	6.7.3.2. Keeps the list until they confirm all the material reaches the recipient’s activity or u...


	6.8. Documentation.


	Chapter 7
	7.1. Control and Administration
	7.1.1. SAF/AAZ administers SAPs for the Air Force. See
	7.1.2. Contractor personnel associated with Special Access Programs (SAPs) administered under DOD...

	7.2. Code Words and Nicknames.

	Chapter 8
	Section 8A— Policy
	8.1. General Policy.
	8.2. Methodology.
	8.3. Roles and Responsibilities.
	8.3.1. These roles and responsibilities are in addition to those listed in paragraph
	8.3.2. The AFSFC, Security Forces Training (AFSFC/SFWT), is responsible for coordinating developm...
	8.3.3. Commanders or equivalents, and staff agency chiefs are responsible for implementing the in...
	8.3.3.1. Ensure appointed security managers receive training through the ISPM within 90 days of t...
	8.3.3.2. Budget for security awareness training products, materials, and the formal training of s...
	8.3.3.3. Actively support and monitor security education training.
	8.3.3.4. Ensure records are maintained on a calendar year basis of personnel attending initial, r...

	8.3.4. Supervisors will conduct and/or ensure personnel receive training as required by this inst...
	8.3.5. ISPMs that oversee security managers are responsible for:
	8.3.5.1. Developing and overseeing implementation of information security training programs.
	8.3.5.2. Assessing the effectiveness of training programs as part of the annual ISPR (see para
	8.3.5.3. Developing and conducting classroom or one-on-one training for newly appointed security ...
	8.3.5.4. Developing and distributing generic information security training lesson plans, which co...
	8.3.5.5. Assisting security managers in the development of unit specific lesson plans, motivation...
	8.3.5.6. Publicly recognizing the training efforts of effective security managers.
	8.3.5.7. Providing civilian employees who complete information security managers training with a ...
	8.3.5.8. Providing military members who complete information security managers training with a ce...
	8.3.5.9. If full-time contractor performance or services is required or anticipated to support th...
	8.3.5.10. When contractors require Information Security work center training, the ISPM must appro...

	8.3.6. Security Managers are responsible for:
	8.3.6.1. Ensuring security training is conducted as outlined in this AFI.
	8.3.6.2. Developing organizational specific security lesson plans, as necessary.
	8.3.6.3. Advising the commander on the status of the unit’s security training program.
	8.3.6.4. Ensuring training is documented and records are properly maintained, if applicable.
	8.3.6.5. Providing security management, awareness, and training to on-base contractor visitor gro...



	Section 8B— Initial Security Orientation
	8.4. Cleared Personnel.
	8.4.1. Initial Training. Supervisors and security managers provide initial training to all cleare...
	8.4.1.1. Initial training should ensure cleared personnel are knowledgeable of their security res...
	8.4.1.1.1. Indoctrinate to the investigation position code reflected in the Unit Manpower Document.
	8.4.1.1.2. Verify that current eligibility meets or exceeds the access level.
	8.4.1.1.3. Do not document indoctrination before the NdA execution has been recorded in JPAS.

	8.4.1.2. The
	8.4.1.3. Due to the need for expeditious access to NATO classified information associated with on...


	8.5. Uncleared Personnel.
	8.5.1. Supervisors and security managers provide training to uncleared personnel. Supervisors are...
	8.5.1.1. Initial orientation training must ensure that uncleared personnel are knowledgeable of t...
	8.5.1.2. The

	8.5.2. Initial training for uncleared personnel will be documented locally.


	Section 8C— Special Requirements
	8.6. Original Classification Authorities (OCAs).
	8.7. Derivative Classifiers, Security Personnel, and Others.
	8.8. Restricted Data (RD)/Formerly Restricted Data (FRD).

	Section 8D— Continuing Security Education/Refresher Training
	8.9. Continuing and Refresher Training.
	8.9.1. All personnel will receive Continuing Security Education/Refresher Training annually IAW the
	8.9.2. Personnel performing specialized Classified National Security Information Program related ...
	8.9.3. Tailor training to mission needs.
	8.9.4. Continuing Security Education/Refresher Training must include ensuring individuals have th...
	8.9.5. Other related material to be considered include a general overview of the unclassified con...


	Section 8E— Access Briefings and Termination Debriefings
	8.10. Access Briefings.
	8.10.1. Supervisors, security managers or designated officials conduct and document the following...
	8.10.1.1. Brief and execute the
	8.10.1.2. Brief and execute the DD Form 2501 (Safeguard), Courier Authorization, as necessary, wh...
	8.10.1.3. Brief and execute the
	8.10.1.4. Brief and execute the
	8.10.1.5. Brief and execute the
	8.10.1.6. The special security officer conducts the SCI indoctrination (in brief) prior to granti...

	8.10.2. JPAS will also be used to record NATO, CNWDI, and SIOP-ESI access authorizations.

	8.11. Termination Debriefings.
	8.11.1. Supervisors, security managers or designated officials conduct and document the following...
	8.11.1.1. Debrief individuals having access to classified information or security clearance eligi...
	8.11.1.2. Use
	8.11.1.3. The debriefing must emphasize to individuals their continued responsibility to:
	8.11.1.3.1. Protect classified and unclassified controlled information (
	8.11.1.3.2. Report any unauthorized attempts to gain access to such information.
	8.11.1.3.3. Adhere to the prohibition against retaining material upon departure.
	8.11.1.3.4. Potential civil and criminal penalties for failure to fulfill their continuing securi...


	8.11.2. For NATO access termination debriefing, see
	8.11.3. Commanders or equivalents, and staff agency chiefs ensure personnel accessed to SCI recei...
	8.11.4. For SIOP-ESI termination briefing, see
	8.11.5. Dispose of AF Form 2587 according to
	8.11.6. Update JPAS to reflect termination of accesses.

	8.12. Refusal to Sign a Termination Statement.
	8.12.1. Debriefs the individual orally.
	8.12.2. Records the fact that the individual refused to execute the termination statement and was...
	8.12.3. Ensures the individual no longer has access to classified information.
	8.12.4. Forwards the


	Section 8F— Program Oversight
	8.13. General.
	8.13.1. Commanders or equivalents, and staff agency chiefs are responsible for ensuring systems a...
	8.13.2. ISPMs will make security education and training a special interest item during annual ISPRs.
	8.13.3. Commanders or equivalents, and staff agency chiefs will ensure that their security educat...
	8.13.4. Personnel that have program oversight responsibilities should use a combination of approa...


	Section 8G— Coordinating Requests for Formal Training
	8.14. Coordinating Requests for Training.
	8.14.1. Commanders or equivalents, and staff agency chiefs will ensure that requests for formal t...
	8.14.2. Requests for in-residence



	Chapter 9
	9.1. Policy.
	9.1.1. It is Air Force policy that security incidents will be thoroughly investigated to minimize...
	9.1.2. Suspected instances of unauthorized public disclosure of classified information shall be r...

	9.2. Definitions.
	9.2.1. Security incidents as used in this AFI pertain to any security violation or infraction as ...
	9.2.1.1. Security Violation. Any knowing, willful or negligent action:
	9.2.1.1.1. That could reasonably be expected to result in an unauthorized disclosure of classifie...
	9.2.1.1.2. To classify or continue the classification of information contrary to the requirements...
	9.2.1.1.3. To create or continue a SAP contrary to the requirements of

	9.2.1.2. Security Infraction. Any knowing, willful or negligent action contrary to the requiremen...

	9.2.2. A compromise of classified information occurs when unauthorized individuals have had acces...
	9.2.3. A potential compromise of classified information is when an investigating official conclud...

	9.3. Information System (IS) Deviations.
	9.4. Sensitive Compartmented Information (SCI) Incidents.
	9.5. Special Access Program (SAP) Incidents
	9.6. Classification.
	9.6.1. Classify security incident notices, appointment of inquiry official memorandums, and secur...
	9.6.1.1. Classify security incident notices, memorandums, and reports according to the classified...
	9.6.1.2. Mark security incident notices, memorandums, and reports using derivative classification...

	9.6.2. All security incident reports will, as a minimum, be marked “For Official Use Only.” Refer to

	9.7. Public Release.
	9.8. Reporting and Notifications.
	9.8.1. Personnel who learn of a security incident must immediately report it to their commander o...
	9.8.2. After assigning a case number beginning with calendar year, base, and sequential number fo...
	9.8.2.1. Coordinate with the organization security manager to ensure the commander or equivalent,...
	9.8.2.2. Report compromises/potential compromises for the following incidents through command ISP...
	9.8.2.2.1. Classified in the public media.
	9.8.2.2.2. Foreign intelligence agencies.
	9.8.2.2.3. Criminal activity.
	9.8.2.2.4. NATO classified information.
	9.8.2.2.5. FGI.
	9.8.2.2.6. RD or FRD.
	9.8.2.2.7. Disclosure to foreign nationals.

	9.8.2.3. Notify the local AFOSI when the circumstances involve criminal activity or foreign intel...
	9.8.2.4. Notify SAF/AAZ through the appropriate SAP channels when the compromise involves special...

	9.8.3. The appointing authority will notify the OCA, or the originator when the OCA is not known,...

	9.9. Preliminary Inquiry.
	9.9.1. The commander or equivalent, or staff agency chief of the activity responsible for the sec...
	9.9.1.1. When security incidents occur because of unauthorized transmission of classified materia...
	9.9.1.2. Inquiry officials will coordinate their actions with the servicing ISPM and the staff ju...

	9.9.2. The preliminary inquiry will determine if classified material was compromised, the extent ...
	9.9.3. A preliminary inquiry report will be completed using the sample report format at
	9.9.4. The report from the preliminary inquiry will be sufficient to resolve the security inciden...
	9.9.4.1. The inquiry determines that loss or compromise of classified information has not occurred.
	9.9.4.2. The inquiry determines that loss or compromise of classified information has occurred, b...
	9.9.4.3. The appointing official determines that no additional information will be obtained by co...

	9.9.5. If the report from the preliminary inquiry is not sufficient to resolve the security incid...
	9.9.6. If the inquiry reveals suspected unauthorized disclosure to the public notify HQ USAF/XOS-...
	9.9.6.1. When, where, and how the incident occurred.
	9.9.6.2. Was classified information compromised?
	9.9.6.3. If compromise occurred, what specific classified information and/or material was involved?
	9.9.6.4. If classified information is alleged to have been lost, what steps were taken to locate ...
	9.9.6.5. In what specific media article or program did the classified information appear?
	9.9.6.6. To what extent was the compromised information disseminated?
	9.9.6.7. Was the information properly classified?
	9.9.6.8. Was the information officially released?
	9.9.6.9. Are there any leads to be investigated that might lead to the identification of the pers...
	9.9.6.10. Will further inquiry increase the damage caused by the compromise?

	9.9.7. Submit a completed Department of Justice (DoJ) Media leak Questionnaire, available from

	9.10. Damage Assessment.
	9.10.1. A damage assessment is an analysis to determine the effect of a compromise of classified ...
	9.10.2. The OCA must:
	9.10.2.1. Verify the classification and duration of classification initially assigned to the info...
	9.10.2.2. Set up damage assessment controls and procedures.
	9.10.2.3. Provide a copy of the damage assessment to the inquiry or investigating official.


	9.11. Formal Investigation.
	9.11.1. A formal investigation is a detailed examination of evidence to determine the extent and ...
	9.11.2. The commander or equivalent, or staff agency chief of the activity responsible for the se...
	9.11.2.1. The appointment letter provides authority to conduct an investigation, swear witnesses,...
	9.11.2.2. The investigative official is the personal representative of the Appointing Authority a...
	9.11.2.3. The investigative official must be a commissioned officer, senior NCO (E-7 and above), ...
	9.11.2.4. The investigation will be the investigative official’s only duty (unless the Appointing...
	9.11.2.5. Appointing Authorities will not appoint an investigative official who is retiring, sepa...

	9.11.3. The formal investigation will include the preliminary inquiry if one has been conducted.

	9.12. Management and Oversight.
	9.12.1. The inquiry/investigative official will route the completed report through the servicing ...
	9.12.2. The appointing authority will:
	9.12.2.1. Close the inquiry/investigation unless MAJCOM/FOA/DRU directives indicate otherwise.
	9.12.2.2. Determine if administrative or disciplinary action is appropriate. See
	9.12.2.3. Debrief anyone who has had unauthorized access, using
	9.12.2.4. Forward a copy of the completed report to the ISPM identifying corrective actions taken.
	9.12.2.5. Dispose of the report according to the instructions in

	9.12.3. The ISPM will:
	9.12.3.1. Provide technical guidance and review of preliminary inquiry and formal investigation r...
	9.12.3.2. Monitor the status of security incidents.

	9.12.4. Inquiry/investigative officials must complete inquiry/investigations within 30 duty days ...

	9.13. Unauthorized Absences.
	9.14. Forms Prescribed.

	Attachment 1
	Attachment 2
	A2.1. For Official Use Only (FOUO).
	A2.1.1. Access to FOUO Information.
	A2.1.1.1. No person may have access to information designated as FOUO unless that person has been...
	A2.1.1.2. The final responsibility for determining whether an individual has a valid need for acc...
	A2.1.1.3. Information designated as FOUO may be disseminated within the DOD Components and betwee...
	A2.1.1.4. DOD holders of information designated as FOUO are authorized to convey such information...
	A2.1.1.5. Release of FOUO information to Congress is governed by
	A2.1.1.6. DOD Directive 7650.1

	A2.1.2. Protection of FOUO Information.
	A2.1.2.1. During working hours, reasonable steps shall be taken to minimize risk of access by una...
	A2.1.2.2. FOUO information and material may be transmitted via first class mail, parcel post or, ...
	A2.1.2.3. FOUO information may only be posted to DOD Web sites consistent with security and acces...
	A2.1.2.4. Record copies of FOUO documents shall be disposed of according to the Federal Records A...

	A2.1.3. Unauthorized Disclosure. The unauthorized disclosure of FOUO does not constitute an unaut...

	A2.2. FOR OFFICIAL USE ONLY Law Enforcement Sensitive.
	A2.2.1. Law Enforcement Sensitive is a marking sometimes applied, in addition to/conjunction with...
	A2.2.2. Markings.
	A2.2.2.1. In unclassified documents containing Law Enforcement Sensitive information, the words “...
	A2.2.2.2. In unclassified documents, each page containing FOR OFFICIAL USE ONLY Law Enforcement S...
	A2.2.2.3. Portions of DOD classified or unclassified documents that contain FOR OFFICIAL USE ONLY...

	A2.2.3. Access to FOR OFFICIAL USE ONLY Law Enforcement Sensitive. The criteria for allowing acce...
	A2.2.4. Protection of FOR OFFICIAL USE ONLY Law Enforcement Sensitive. Within the DoD, FOR OFFICI...

	A2.3. Sensitive But Unclassified (SBU) Information.
	A2.4. Protection of Drug Enforcement Administration (DEA) Sensitive Information.
	A2.5. Unclassified Controlled Nuclear Information (UCNI).
	A2.5.1. The Director of Security Forces and Force Protection (HQ USAF/XOS-F) has primary responsi...
	A2.5.2. The following positions have been designated UCNI Officials within the Air Force:
	A2.5.2.1. HAF staff agency chiefs.
	A2.5.2.2. MAJCOM/FOA/DRU commanders.
	A2.5.2.3. Installation commanders and equivalent commander positions.
	A2.5.2.4. Chiefs of Security Forces at all levels.

	A2.5.3. UCNI Officials’ Responsibilities:
	A2.5.3.1. Identify information meeting definition of UCNI.
	A2.5.3.2. Determine criteria for access to UCNI and approve special access requests.
	A2.5.3.3. Approve or deny the release of UCNI information.
	A2.5.3.4. Ensure all UCNI information is properly marked, safeguarded, transmitted, and destroyed...
	A2.5.3.5. Document decisions and report them through their command ISPM channels to HQ USAF/XOFI....


	A2.6. Sensitive Information (Computer Security Act of 1987).
	A2.7. Technical Documents.
	A2.8. LIMITED DISTRIBUTION Information
	A2.8.1. Description. LIMITED DISTRIBUTION is a caveat used by the National Imagery and Mapping Ag...
	A2.8.2. Marking. Information or material designated as LIMITED DISTRIBUTION, or derived from such...
	A2.8.3. Access to LIMITED DISTRIBUTION Information or Material.
	A2.8.3.1. Information bearing the LIMITED DISTRIBUTION caveat shall be disseminated by NIMA/NGA t...
	A2.8.3.2. DOD civilian, military and contractor personnel of a recipient DOD Component, contracto...
	A2.8.3.3. Information bearing the LIMITED DISTRIBUTION caveat, or derivative information, shall n...
	A2.8.3.4. All FOIA requests for information bearing the LIMITED DISTRIBUTION caveat or derived th...

	A2.8.4. Protection of LIMITED DISTRIBUTION Information.
	A2.8.4.1. Information bearing the LIMITED DISTRIBUTION caveat, or derivative information, shall n...
	A2.8.4.2. LIMITED DISTRIBUTION information or derivative information, may only be posted to DOD W...
	A2.8.4.3. During working hours, reasonable steps shall be taken to minimize risk of access by una...
	A2.8.4.4. When no longer required, all LIMITED DISTRIBUTION information and copies, shall be retu...



	Attachment 3
	A3.1. Intrusion Detection Systems (IDS) Standards.
	A3.1.1. Air Force IDS Standards. See AFI 31-101,
	A3.1.2. Trustworthiness Determinations. See

	A3.2. Physical Security Design Guidelines.
	A3.2.1. The ISPM certifies vaults and secure rooms in concert with appropriate engineering and co...
	A3.2.2. Commander, equivalent, or staff agency chief approves open storage.
	A3.2.3. Defense Intelligence Agency (DIA) standards for Sensitive Compartmented Information Facil...


	Attachment 4
	A4.1. General.
	A4.1.1. Receipts. Air Force personnel:
	A4.1.2. Use
	A4.1.3. Show the complete unclassified title, description of a classified letter, minutes of meet...
	A4.1.4. Use the United States Postal System registered mail or Express Mail to transfer Secret or...

	A4.2. Whenever possible, shippers should use military airlift for shipping classified to foreign ...
	A4.3. Depot and contract administration officials review lists of freight forwarders specified by...
	A4.4. See
	A4.5. Foreign Military Sales (FMS).
	A4.5.1. FMS processors must coordinate with ISPMs and transportation officials on transportation ...


	Attachment 5
	Attachment 6
	Attachment 7
	A7.1. Front page format:
	A7.2. General Instructions (Minimum Required Items Are Circled)
	A7.3. Release Information:
	A7.4. Classification and Declassification Information:
	A7.5. DD Form 2024, DOD Security Classification Guide Data Elements:
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